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		SolarMarker Malware Stealing User Information Through PDFs
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					The hackers behind the malware called SolarMarker have begun using an innovative and unexpected means of distributing their poisoned code.

They've started publishing PDF documents filled with SEO (Search Engine Optimization) keywords in a bid to boost the visibility of malicious websites that pose as Google Drive, but in fact, are simply repositories for the malware itself.

A potential victim may get an email containing a PDF promising detailed information on attractive insurance rates or attractive credit card deals. Clicking on the links in the PDF will redirect the victim to a site designed to look like Google Drive, with instructions to download a different file on the drive. It is the act of clicking the file on the drive that dooms the user.

SEO is a tried and true marketing tactic used by legitimate business owners to drive traffic to their sites, co-opted, in this case, for a nefarious purpose. Unfortunately, it has proven to be a wildly effective thus far.

As to the malware itself, SolarMarker is a backdoor malware that steals login credentials and other data from web browsers. So it's not harmful on its own, but it makes it easier for the hackers controlling it to introduce damaging malware down the road and/or steal a victim's identity.

Crowdstrike was the first company to sound the alarm when researchers at the company first discovered the unusual marketing campaign for the malware. Note that thus far, at least, SolarMarker's makers seem to have focused the bulk of their attention on North America.

PDFs have been used for a very long time to deliver malicious payloads, but the unusual methodology used here makes this attack noteworthy. Be on your guard against any PDFs you or your staff receive from unknown, un-trusted sources. Clicking links embedded in those files may net you much more than you bargained for, and not in a good way.

Used with permission from Article Aggregator
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Managed Cloud Services Report






We’re giving away a free eBook that spells out:

	What you stand to gain by outsourcing cloud IT support
	How to ensure unbeatable information security
	12 underappreciated cost reductions attributed to cloud technology
	Why a cloud readiness assessment is critical for success


This content will help you get more value from your IT solutions by providing insight into what we’ve seen work for businesses like yours.


Fill out the form to download your free copy today — no questions asked!
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Subscribe to our Critical Weekly Security Tips to help keep your business safer.
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	Eliminate All Your IT Worries Today




Do you feel unsafe with your current security systems? Are you spending way too much on business technology? Do you feel like you’re not getting the best ROI? Contact the Coulson Technologies team today and we’ll address all your technology concerns over a free discovery call, so you can focus on the important business at hand.

	
		
			
Schedule Your Discovery Call Today
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Coulson Technologies
$$$
	
871 Clare Lane
York, PA 17402
	Phone: 717-850-9374
	Phone: 717-850-9374





Services
	Managed IT Services
	IT Help Desk
	Cybersecurity Services
	Email/Spam Protection
	Cloud Computing
	Computer Repair Services
	VoIP Services
	Virtualization
	Surveillance Systems
	Recycling Services
	On-Site Computer Repair
	Data Recovery
	Microsoft 365



Latest Articles

Watch Out for This Google Pixel Storage Bug
February 28th, 2024




The Next Generation of Smart Homes: the future of technology and electronics
February 28th, 2024





Social Media
FacebookTwitterLinkedInYouTubeRSS Feed




 











	


© Copyright 2024 Coulson Technologies

	Privacy Policy

  







    
    
	
   












	


